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Data security
Data security means the practices or the measures that are put in place to protect information from illegal access. It encompasses securing information from the access administrative controls, physical security of storage and the hardware devices, and the security of the software applications (Patino, 2021). Furthermore, data security entails deploying technologies and tools that enhance an organization's visibility to the residence of its critical information and its usage. This paper explores the proper procedures to protect data in the three data states at rest, in transit, and in use.
Data at rest is the stored and unaccessed data, such as files on hard disks (Varriale et al., 2016). Various technologies of protecting data in this state include encryption, using the Digital Rights Management, application of mobile device management, deploying data leak prevention, and the use of the Cloud Access security brokers.
Data in transit means that data is in the process of sharing or transmission (Varriale, et al., 2016). Different technologies to safeguard data in this state entail encryption of mails, use of the managed file transfer, incorporating data leak prevention, installing in-transit protection with rights, and using the CASB.
 Data in use refers to the data being accessed through the software applications to be viewed or changed. Data in use is very vulnerable because for it to be seen, the user must access it in decrypted form (Froehlich, 2020). Protection of data in this state requires putting in place controls before the content is accessed. This can be achieved by identifying management and conditional access tools and through IRM.
Illegally accessed data could be used for government or corporate espionage, a bait for ransomware and identity fraud. Therefore, data security is essential, and strategies should be devised to safeguard it at rest, in use, and motion.
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